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The Landscape

Baby monitor vulnerabilities bring loT security
issues into sharp focus I

——T Y | Exec fears predators canreach
; kids through new Barbie

By Kevin Dugan
In research that should strike fear in the heart of ﬂ

any new parent—and those professionals
concerned about the security implications of the
Internet of Things—a security pro at Rapid7 found

January 16, 2016 | 1:36am

Consumer Electronics Mobility Security

Wearables, apps disclose user passwords and
location: Symantec
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Challenge - Ambient Data Collection

B Growing number of devices & sensors

® Sharing with unknown/undisclosed third parties

B May be “benign” today, but harmful tomorrow
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Challenges - 10T Ecosystem

B Highly personal, dynamic,
persistent data collection.

loT Provider
Website

loT Data
Processing

Service/Dat
a Providers

® Combination of devices,

q
q
apps, platforms & cloud 3
. X
services. -
Mobile app
B Multiple data flows, touch -~
points and disclosures. o ®  Connected e
Fitness Home
® |ack of defined standards. Wearables I v .
Entertainment il

® Non-traditional vendors. Devices
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The Consumer

B 93% of adults state being in control of who has access to their
information is important.

B 90% do not wish to be observed without approval.

B 88% say it is important that they not have someone watch or
listen to them without their permission. !

B 47% of respondents pointed to security and privacy as
obstacles to adopting such technology.

B 18% quit using loT devices due to lack of service guarantees. 2

1 Pew Research Center, 2015

@ TA 2 Accenture Research 1/2016, n = 28,0000
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Overview - loT Trust Framework

Multi-Stakeholder working group formed
in February 2015

Code of Conduct

B Foundation for certification

[0 T

30 Principles Addressing:

»>

B Security

® Privacy
B Sustainably; from purchase to end of life
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Framework — 30 Baseline Criteria

Connected Wearable

loT Trust Framework @ Required © Recommended N/A — Not Applicable Home Tech

SECURITY

1. Ensure devices support current generally accepted security transmission protocols. All personally
identifiable data in transit and in storage must be encrypted using current generally accepted security o o
standards. This is including but not limited to wired, WI-FI and Bluetooth connections.

2. All authentication credentials, including but not limited to passwords shall be salted and hashed and/or
encrypted.

3. AllloT support web sites must fully encrypt the user session. Current best practices include HTTPS or
HTTP Strict Transport Security (HSTS) by default, also known as AOSSL or Always Qn SSL.

4. |oT support sites must implement regular monitoring and continual improvement of site security and
server configurations to acceptably reduce the impact of vulnerabilities. Perform generally accepted o o
penetration tests at least annually.

5. Establish and maintain processes and systems to receive, track and promptly respond to external

vulnerabilities reports from third parties including the research community. Remediate post product

release design vulnerabilities and threats in a publically responsible manner either through remote
updates and/or through actionable consumer notifications, or other effective mechanism(s).
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Breaking News

FEB 17, 2016 @ 10:26 AM 0,150 VIEWS

Samsung Fails To Secure Thousands Of

SmartThings Homes From Thieves

Thomas Fer Dmmsmens
9 ouovans ASUS Settles FTC Charges That Insecure Home Routers

When Samsung bought
2014, it wanted to inco

] nbicd
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and “Cloud” Services Put Consumers’ Privacy At Risk

FOR RELEASE

February 23, 2016
‘CSI: Cyber’ Episode Guide (Feb. 21): A Jogger is Found Dead

TAGS: deceptive/misleading conduct | Technology | Bureau of Consu

Privacy and Security | Consumer Privacy | Data Security

Taiwan-based computer hardware maker ASUSTeK Computer, Inc. has «—

charges that critical security flaws in its routers put the home networks of
risk. The administrative complaint also charges that the routers’ insecure
thousands of consumers’ connected storage devices, exposing their seng



Open Dialog
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Apply What You Have Learned Today

B Next week you should:

B Review the loT Framework & Resource Guide
B Complete a Self-Assessment - Review your and your vendors’ privacy policies

B Review with your developers & engineers

B In the first three months following this presentation you should:
B Complete an internal & external assessment

B |dentify security & privacy opportunities for product enhancements

B Within six months you should:
B Have an updated security & privacy roadmap with company wide buy-in
B Make security & privacy part of your value position

B Update your breach and incident response plan

OTA
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More Information
loT Trust Working Group https://otalliance.org/lot
Symantec www.symantec.com/iot

OTA Meet & Greet — Today 10 am — South Upper Lobby

Blended Intelligence Reception
Tonight Jewish Museum 5 to 9 PM



https://otalliance.org/Iot
http://www.symantec.com/iot

Education - The Connected Home

B Partnership with the National
Association of Realtors

B Security, Privacy & Personal Safety

B Prior to occupancy, rental & at
“closing”

B Prescriptive advice

B https://otalliance.org/SmartHome
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https://otalliance.org/SmartHome

Education — Connected Devices

® Connected devices within the o
. OTA P,
ConneCted Clty & home- ;;;;;:r‘;;'\._fmepuncmssaSETUPCHECKUSTO‘;:"53

Muaximizing Security & Privacy with Your Smart TV & Connected Devices

B Targeting buyers / recipients of e
connected devices during 2015 e e
Holiday d s s

B Prior to purchase & set up. o e e

B Proactively raise awareness of oL ==
Security & Privacy considerations.

B https://otalliance.org/SmartHome
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