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PAKISTAN’S DIGITAL BORDERS
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THREAT LANDSCAPE



CYBER SECURITY – AN OVERVIEW

• ICT has become an integral part of our life for productivity, growth and innovation.

• How we protect our privacy & freedom and maintain an open and innovative cyberspace
will determine how effective our society functions.

Challenge:

The complexity of evolving trends:

Social media, Mobile, Cloud computing, Advanced Persistent Attacks.

Cyber crime costs
global economy
$445 billion a year.



CYBER SECURITY - ATTACK STRATEGIES

Theft of Intellectual 
Property or Data

Cyber protests that are socially 
or politically motivated

Entice users to click on 
Malicious Links

Domain Name System 
(DNS) Hijacking 

Border Gateway Protocol 
(BGP) Hijacking

blocking user access to 
multiple websites!

Mobile Devices & 
Applications attacks

Malicious software to 
disrupt computers

Deceptive communications (E-
Mails, Texts, Tweets…)



CYBER SECURITY - THREAT LANDSCAPE

ECONOMIC ESPIONAGE

MILITARY ESPIONAGE

CYBER CRIME

CYBER WARFARE

INDUSTRY ESPIONAGE

NATIONAL SECURITY

TRADE 
MONOPOLY

THEFT OF 
TRADE 
SECRETS 

INFO ON 
SENSITIVE 

LOCATIONS

HACKING FOR 
POLITICAL 
MOTIVES

DATA 
THEFT

OFFICIAL 
WEBSITES 
DEFAMING



Cyber Attack History
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1982

Siberian Pipeline Explosion

Method: Trojan

Target: SCADA System

1994

Salt River Project

Method: Trojan

Target: SCADA System

1997

Worcester MA Airport

Method: DDoS

Target: Telecom Computer

2003

CSX Corporation US

Method: Worm

Target: Signaling System

2010

Stuxnet

Method: Worm/Trojan

Target: Nuclear PLC Systems

2011

DUQU

Method: Virus

Target: Industrial System

2012

Flame

Method: Worm

Target: Iranian Oil System

2013

Medical Device Vulnerability

Method: Weak passwords

Target: Devices

2013

NADRA

Method: DDoS

Target: NADRA DB

2014

Heartbleed

Method: Bug/Exploit

Target: Open SSL

2015

Jeep 

Method: Malware

Target: ECU/Can Bus

2016

HBL

Method: Malware

Target: Customer Info

2017

Global Attack

Method: Ransomware

Target: WannaCry



The attacker has changed
▪ Nation-states

▪ Criminal Organizations

▪ Political Groups

Attack Strategy Evolved
▪ Pateint-multisteps process

▪ Compromise user, then expand

Attack techniques evolved 
▪ New ways of delivering malware

▪ Hiding malware communications

▪ Signature avoidance
18

What has changed?

2000 2005 20172010
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How a cyber attack is manipulated
1 - INVESTIGATION
Harvesting email addresses, conference information, etc.

2 - WEAPONIZATION
Coupling exploit with backdoor into a deliverable payload.

3 - DELIVERY
Delivering weaponized bundle to the victim via email, web, USB, etc.

4 - EXPLOITATION
Exploiting a vulnerability to execute code on victim’s system.

5 - INSTALLATION
Installing malware on the asset.

6 - COMMAND & CONTROL
Command channel for remote manipulation of victim.

7 - ACTION ON OBJECTIVES
With ‘Hands-on-keyboard’ access intruders accomplish their prime goal.
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Cyber Attacks – Whats up next?

Information warfare - Spying

Cyber warfare – The Fifth Element

Ransomware

• Fileless Malware

• Drone Jacking
• Satellite Control

• Driverless Cars Highly dependent on 
remote access networking.

In terms of cyber attack, cyber crimes 
including:

• Malware
• POS Malware
• Account Hijacking
• DDoS
• DNS Hijacking
• Email Harvesting
• Defacement 
• Malvertising

always tend to top the list.



21

Industrial IOT (IIOT)

According to Industrial Internet Consortium (IIC), only 25% of organization have a clear IIoT security strategy, 
Leaders are struggling most with data security (51%) and privacy (39%). Overcoming these barriers is essential 
to the success of the IIoT.

The sensors talk to the 
servers over electrical & 
optical signals, & all 
interconnected machines 
communicate back to a 
centralized control system 
located in a datacenter.

The Industrial Internet of Things (IIoT), is the integration of complex machinery with 
networked sensors & softwares.
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Pak Cyber Law
Prevention of Electronic Crime Act

Salient features of the new bill:

Unauthorized access to critical infrastructure information system or data 

Punishment: Up to three years imprisonment, Rs1 million fine or both

Interference with critical infrastructure information system with dishonest 

intention 
Punishment: Up to seven years, Rs10 million fine or both

Glorification of an offence relating to terrorism

Punishment: Up to seven years, Rs10 million fine or both

Producing, making, generating, adapting, exporting, supplying, offering to 

supply or importing a device for use in an offence 
Punishment: Up to six months imprisonment, Rs50 thousand or both

Obtaining, selling, possessing, transmitting or using another person’s 

identity information without authorization 
Punishment: Up to three years imprisonment, Rs5 million fine or both

1

2

3

4

5
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Types of Malware
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Individual Level Protection

A Malware may be designed to 

damage your phone or 

computer, remotely control your 

device, steal your personal data 

& valuable info like password, 

credit card no. etc. 



C y b e r  S e c u r i t y  S t r a t e g y
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National Level Protection

▪ Security Policy, Compliance & Assurance – Legal Framework

– National IT Security Policy
– Data protection & Crimes Bill
– ISMS Best Practice, ISO 27001
– Security Assurance Framework

▪ Security Incident – Early Warning & Response System
– CERT – National Cyber Alert System
– Knowledge sharing with international CERTS

▪ Capacity Building
– Skill & Competence Development
– Training of LEAs & Judicial Officials in collection & analysis of digital evidence
– Training in area of implementing information security in collaboration with specialized organization

▪ Setting Up Digital Forensics Center
– Domain Specific Trainings - Cyber Forensics

▪ Research & Development
– National CERT
– National SOC

PAKISTAN



CYBER SECURITY PARADIGM

24/7 National 
SOC

SIEM
Gateway and CIIP members

Selected CIIP – Network Forensics

APT

National Firewall

IDS / IPS 

Application Control
URL Filtering

Content Control

Defence Govt

Enterprise Industry

National CyberSecurity
Incident  Response Team

(CIRT)



Cyber Security Solution for NCSOC9/19/2022
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Members

Possible threat/breach is 
detected at Monitoring Center

Issue is immediately reported 
to NSCOC Members.

NSCOC Members conduct risk analysis 
and orders action accordingly to mitigate 
the risk as much as possible..
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*Malicious Codes/Apps/Scripts

DEFENCE SECTOR

Ministry, Law Enforcement, 

Military etc. Datacenters




