
Cyber Security And Its Role in 
Emerging Technologies



State Sponsored Attacks

Cyber Warfare  - Cyber Espionage, Cyber Economic Warfare, Cyber 
Sabotage, Cyber Intelligence etc.

Cyber Information Warfare - Social Media Intelligence. Gathering , 
Disinformation/Propaganda, Digital Insurgence, Narrative Engineering etc



FLORIDA HACK



Cyber Breaches Damages Cost

• A 2017 report from Cybersecurity Ventures predicted ransomware damages would cost the 
world $5 billion in 2017, up from $325 million in 2015 — a 15X increase in just two years. 

• The damages for 2018 were estimated at $8 billion, and for 2019 the figure rose to $11.5 
billion.

• The latest forecast is for global ransomware damage costs to reach $20 billion by 2021 —
which is 57X more than it was in 2015.

• As per reports by FBI, cyberattacks have increased by 300%, since the start of the 
coronavirus.

• In 2020, the average business cost of a cyberattack was $3.86 million and it takes over 200 
days to detect the breach. 

• Cyberattacks projected to hit $6 trillion in annual loss in 2021 which has doubled since 
2015. 

• Public companies lose an estimated 8.6% of their value after a cyber breach, according to 
Comparitech



K-ELECTRIC DATA BREACH



PAKISTAN’S RAILWAY BREACH



FBR’S DATA BREACH



ACCESS BEING SOLD ON UNDERGROUND HACKING FORUM



ATTACKS AGAINST HEALTH SECTOR



ATTACKS AGAINST FINANCIAL SECTOR



ARTIFICIAL INTELLIGENCE – COST EFFECTIVE AND 
EFFICIENT
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ARTIFICIAL INTELLIGENCE – IMPACT ON INTERNET OF THINGS (IOT)



GAN - DEEPFAKE



MACHINE LEARNING POISONING – EG 1



MACHINE LEARNING POISONING – EG 2



RECOMMENDATIONS

• DIGITIZATION is necessary, however cyber security should 
not be undermined in this process.

• Regulations should not be stringent to prevent innovation. 

• “Wait and see” approach is not appropriate given the 
current scenario. 

• Multi-stake holder collaboration is necessary. 


